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Alert analysis, threat containment, and team communication from anywhere.

KEY BENEFITS

v' Maintain full situational
awareness and quickly
assess the alerts
requiring your attention.

v" Reduce the risk of
a breach by taking
decisive action to shut
down attacks as they're
happening.

v" Coordinate
investigations and
response actions
with direct SOC
communication built into
the app.

v' See complete alert
details as if you were
sitting at your desk.

v Access security posture
metrics while on the go.

v Stay aware of the
latest threats with
continuously updated
bulletins from our Cyber
Threat Intelligence (CTI)
team.

Security issues don't happen on a schedule, and when attackers strike, every second counts. Any
time you're away from your desk, attackers gain valuable time to infiltrate, move, and disappear
into your network.

Critical Start MOBILESOC® puts you back in control, no matter where you are. This full-featured
mobile app gives you real-time monitoring, remote containment, and enhanced security protection
directly from your iOS or Android device.

How it works

The MobileSOC app is a natural extension of the Critical Start Cyber Operations Risk & Response™
(CORR) platform. You see everything our Security Operations Center (SOC) analysts see, and you
can coordinate responses directly from your mobile device, just like if you were at your desk. You'll
see full alert details, timelines of all actions taken, and available response actions. You'll be able

to scan, quarantine, or block affected hosts and cloud assets, conduct antivirus scans, disable
compromised user accounts, force password resets, quarantine emails, and more. Additionally,
the MobileSOC app gives you rapid communication directly with the Critical Start SOC team so you
can orchestrate further investigation or request response actions to be taken on your behalf.
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Key Features and Functionality

Review and address multiple aspects
of your security program through a MultilBroduct:;

selection of integrated dashboards, Ll
services, and modules

Dashboard Type

“ Quickly assess the number and priority e———

= level of alerts requiring your attention
Assetvivity sk Assessments with the intuitive Situational Awareness
5 0 O @/ £ dashboard of the MDR home screen

Cyber Risk Dashboard

Development
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Monitor security tool
coverage, including
endpoint and
vulnerability scanner
coverage gaps and
SIEM log ingestion
health to ensure

the SOC is receiving
all expected threat
telemetry

Use the Cyber Risk
Dashboard to see a
unified view of your
overall cyber risk,
including urgent
items and next steps
to complete for the
most significant risk
reduction

Understand detections
mapped to the MITRE
ATT&CK® Framework
and see response actions
taken to contain and
mitigate threats

Get ongoing visibility
into key metrics and
risk status calculated
from completed
assessments and
evaluate your security
posture against peers in
the same industry with
the Risk Assessments
Dashboard (licensed
users only)

Understand how
many assets you
have and if they are
all protected with
the Asset Visibility
Dashboard
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Get Started Today
Don't give attackers the upper hand. Schedule a personalized demo to see how Critical Start MobileSOC helps you contain
threats and communicate effectively from anywhere.
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