CRITICALSTART®
Tabletop Exercises

KEY BENEFITS

v

Enhance your ability
to respond to security
incidents

Minimize risk, reduce
exposure, and preserve
evidence

Improve your security
posture

Unify your team as a
tested and proven CSIRT

Meet compliance, legal,
HR and incident handling
requirements

Boost your organization’s
confidence and
redundancy in critical
response functions

Encourage leadership
support for
improvements to IR
capabilities

Test your organization's ability to respond to
attacks and build resiliency through
moderated scenarios.

Mitigating the Unknown

How can you tell if your company’s emergency response or business continuity
plan is sufficient before you need to put it into action? Tabletop Exercises are a
highly effective way to determine emergency preparedness before a crisis occurs.

We design our Tabletop Exercises to test your organization’'s Incident Response
Plan and security controls by addressing simulated cyberattacks, disaster recovery,
and other crises.

These interactive exercises can be performed on-site or remotely and include:
v" Customized Scenarios

v' Situation Manual - includes scenarios based on your current infrastructure,
capabilities, risk, and impact

v' Stakeholder Engagement — ensuring involvement of key contributors within
your Computer Security Incident Response Team (CSIRT).

v' Constructive After-Action Report/Improvement Plan — based on
comprehensive feedback
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